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************** START OF CHANGES

[bookmark: _Toc112794703][bookmark: _Toc119926807][bookmark: _Toc119927040][bookmark: _Toc119927506][bookmark: _Toc129620725][bookmark: _Hlk59624792]Introduction
The 5G core network introduced a Service-Based Architecture (the so-called SBA). This brought fundamental impacts on the way new services are created and how the individual Network Functions (NF) communicate. A more open and adaptable system design necessitated to study different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations. Along with these architectural challenges, SBA further introduced changes to the protocol stack and serialization format of the 5G core network.
The SBA security was set on providing solutions for authentication and authorization in direct communication scenarios as well as the N32 roaming security. Later on, enhancements were introduced for indirect communication scenarios as well as the concept of Client Credential Assertion to allow NRF/NF Service Producer to directly authenticate a NF Service Consumer. 
While the SBA provides a good level of security, several additional aspects have been identified that may bring new potential threats. This will be documented by the present document. 


************** NEXT CHANGE
[bookmark: _Toc112794711][bookmark: _Toc119926815][bookmark: _Toc119927048][bookmark: _Toc119927514][bookmark: _Toc129620733]4.0	General
With introduction of the service-based architecture and moving at the same time to cloud deployments, new attack vectors such as that for NFs deployed in clouds give ground to vulnerabilities and, thus, can impact the mobile operator domain. As more important it is to assure the trust also within one operator's network. For this, security concepts have been introduced.
A service request requires mutual authentication, thus, all network functions support mutually authenticated TLS and HTTPS. After registration and discovery, any service request of a network function needs also to be authorized by an authorization server (NRF) before a NF Service Consumer can consume the services of a NF Service Producer. For this 5G introduces the concept of authorization token utilizing the OauthOAuth 2.0 authorization framework. 
Indirect communication via a Service Communication Proxy (SCP) is possible. SCPs can be operated in a fully service-meshed environment or as standalone entity.
In the following the trust relationships between the entities of an operator network to fulfil these security tasks are described.


************** NEXT CHANGE
[bookmark: _Toc112794712][bookmark: _Toc119926816][bookmark: _Toc119927049][bookmark: _Toc119927515][bookmark: _Toc129620734]4.1		Actors
The following actors within one PLMN are considered: NF, NRF, SCP.
- NFs can provide services or consume services. 
- NRF is a repository capturing NF profiles of NFs offering its services to other NFs. It NRF receives discovery requests from NF instances, maintains NF profiles and acts as an OAuth 2.0 authorization server. NRF responds to authorization requests by NF Service Consumers by providing OauthOAuth 2.0 access tokens to authorize a NF Service Consumer for gaining access to a service from a NF Service Producer.
- SCP is a service communication proxy used in indirect communication to interact with NFs and other SCPs within the PLMN. SCP also communicates with the SEPP.
The following types of actors when requesting services from another PLMN are considered: SEPP.
- SEPP sits at the edge of one operator's network to allow for a secured communication with the other operator's network’s SEPP. 


************** NEXT CHANGE
[bookmark: _Toc112794716][bookmark: _Toc119926820][bookmark: _Toc119927053][bookmark: _Toc119927519][bookmark: _Toc129620738]4.3.1	Trust within one PLMN
This clause describes the existing trust relationships within one PLMN.
NOTE: Whether the list of existing trust relationships described below is complete, depends on deployment choices.
NRF is the core entity handling management, discovery and authorization requests by NFs or SCP. The operator needs to apply necessary security measures to secure these operations. It is assumed that there is only one NRF, or all NRFs are within the same trust domain, i.e. i.e., all NRFs are in the same security domain and the same entity(-ies) are responsible for all NRFs.
Registration Management:
An NF Service Provider needs to trust the NRF that no other NF can register its service profile with the identity of NFp. 
If there is no direct communication between NF and NRF, an NF Service Provider needs to trust that the SCPs forward NFp profiles unmodified. 
If there is no direct communication between NF and NRF, an NF Service Provider needs to trust the SCPs that no other NF can impersonate the identity of NFp towards the SCP, i.e. i.e., tempting the SCP to register an NF with the false identity. 
Discovery:
An NF Service Consumer needs to trust NRF to provide profiles of authenticated NF Service Providers that offer their services to the requesting consumer.
 An NF Service Consumer needs to trust SCP to correctly forward the profiles of authenticated NF Service Providers that offer their services to the requesting consumer.
Access token request:
Trust in direct communication between NFs, NFs and SCP/SEPP, as well as SCP and SEPP is assumed per TS 33.501 [2] with mandatory mutual authentication using TLS. 
An NF Service Provider needs to trust NRF to provide access tokens for consumption of its services only to those NF Service Consumers that have requested for it and only for those services that are allowed by the registered NRF policy and the registered NF Service Provider policy.  
Authentication and confidentiality protection in indirect communication is only achieved between NF and SCP, (potentially between multiple SCPs), SCP and NRF as well as SCP and SEPP, but additional considerations are needed for achieving trust between NFs, NF and NRF, as well as NRF and SEPP, NF and SEPP, when an SCP is on the path. This is because all traffic in indirect communication passes through SCPs, and TLS terminates at SCPs. 
Thus, the SCP needs to be trusted by NFc and NFp, to only forward authentication tokens or CCA with the original request, as well as to forward information only between the legitimate endpoints of the communication.
An NF Service Provider needs to trust NRF to provide access tokens for consumption of its services only to those SCPs that are authorized by the NF Service Consumers that have requested for it and only for those services that are allowed by the registered NRF policy and the registered NF Service Provider policy.  
It also needs to be distinguished if SCP is co-located to NFs (service mesh) or standalone. 
If a SCP is co-located (e.g., a side-car proxy in service mesh) with a NF, this SCP is performing many of the functionalities on behalf of the NF Service Cconsumer, which already indicates a certain level of trust between NFs with co-located SCPs. 
If a SCP is standalone, this SCP is serving many NFs, not necessarily in the same infrastructure or operated by the same operator than the NFs using the SCP. It still needs to provide secure communication access for all NFs communicating via this SCP.
For both standalone and service-mesh, the NFs sending their service requests via an SCP need to trust the SCP to which they sendhandles their service requests.


************** NEXT CHANGE
[bookmark: _Toc112794726][bookmark: _Toc119926830][bookmark: _Toc119927063][bookmark: _Toc119927529][bookmark: _Toc129620748]5.2.3	Potential security requirements
Potential security requirements are not addressed in the present document. Please refer to clause 5.2.4.


************** NEXT CHANGE
[bookmark: _Toc62841729][bookmark: _Toc112794740][bookmark: _Toc119926844][bookmark: _Toc119927077][bookmark: _Toc119927543][bookmark: _Toc129620762]5.6.1	Key issue details
SBA introduces the concepts of NF Set and NF Service Set, i.e., sets of functionally equivalent and inter-changeable NFs or NF services. 5G SBA architecture design further allows for the concept of stateless NFs, whereby binding indication the NF Service Resource owner can indicate to the NF Service Consumer, for a particular resource, whether it is to an NF Service Instance, NF Instance, NF Service Set or NF Set.
Access token usage for NF Service Producer Set:
An access token can be provided by NRF for consuming a service from a dedicated producer with a distinct NF Instance Id or a specific NF type or a NF Set Id for a NF Set of NF Service Producer instances. Thus, if the NF Service Producer belongs to a NF Set, the access token can be consumed by a NF Service Consumer from any of the NF Service Producers within the set. 
Stateless NFs:
NF Set concept supports stateless NF implementations i.e., an NF Service Producer or NF Service Consumer in a NF Set can take over at any time the control of respectively resource contexts (e.g., PDU session contexts) or session contexts to receive notifications. NFs typically produce and consume services (e.g., an SMF producing the PDUSession service to establish PDU session also needs to consume services to render its PDU session service, e.g., it consumes PCF and CHF services), taking over the control at any time allows for reliability of NF instances within the same NF Set (e.g., when an NF instance fails or is scaled-in). 
If an access token is granted to a specific NF Service Consumer instance, other NF Service Consumer instances in the same NF Set currently need to request always a new access token, whenever a request is sent by a different NF Service Consumer instance.
For example, a connection is released since the NF Service Consumer is stateless, then another NF Service Consumer of the NF Set can be assigned to continue subsequent communication. This optimization is part of TS 23.501[3]/TS 29.500 [5], but the related security aspects of using such optimization have not been addressed in TS 33.501 [2]. Thus, any NF in NF Set issuing a service request targeting an existing context need to request a new access token. Further, any subsequent request may be sent to any other NF than the initiator NF of the NF Set; and also in this case, a new access token is needed.
Examples:
The following examples show, why it is useful to have an access token also be valid/useable for any NF in the NF Set during its validity time.
1) A SMF instance can wish to remain the SMF (binding to itself), but at end of procedure, i.e., non-moving UEs anymore foreseen. Thus, this SMF gets stateless because it considers it is a long time before next SMF involvement. Thus, if another SMF than the service request originating SMF would get involved later, it would either need a new token or it could re-use the non-expired access token, the other SMF instance of the NF Set received earlier. 
2) In stateless UDM, the binding within UDM set can be used. When UDM instance of UDM Set initially creates an AMF event subscription, it has to request an access token to be able to access the corresponding AMF service. However, the UDM instance that created the subscription may be a completely different UDM instance of the UDM Set that is later deleting the subscription. Thus, the same token within the NF Set should be useable for achieving this. Otherwise, it could end in massive access token requests that are used in the same context of service consumption.
If an access token cannot be used by any ND NF in the NF Set during its validity time, the need for access token requests is multiplied, because every time there is a different NF instance in the NF Set that is requesting from the existing resource would need a new access token, while this is not necessarily required.
Key issue scope:
This key issue proposes to study the advantages and disadvantages from security perspective that any NF in a NF Set targeting a service of an existing resource can use an access token provided to a NF Set. 
If acceptable from security point of view, the benefit of this concept would be that it maps with the 5G SBA architecture design, the concept of stateless NF, and the binding level of NF Set, where any NF instance can serve subsequent request without each time requesting a new access token. 
Thus, this key issue studies the security implications of a stateless NF Service Consumer belonging to a NF Set requesting an access token on behalf of and for usage by all NF instances of the NF Set.


************** NEXT CHANGE
[bookmark: _Toc112794749][bookmark: _Toc119926853][bookmark: _Toc119927086][bookmark: _Toc119927552][bookmark: _Toc129620771]5.8.1.1	Introduction
Multiple NRFs can be deployed in a PLMN, optionally using a hierarchical structure whereby an NRF may redirect or forward service requests to another NRF. One (or more) NRF can serve the entire PLMN, a set of network slices, or a single network slice. 
TS 23.501 [3] states:
In the context of Network Slicing, based on network implementation, multiple NRFs can be deployed at different levels (see clause 5.15.5):
-	PLMN level (the NRF is configured with information for the whole PLMN),
-	shared-slice level (the NRF is configured with information belonging to a set of Network Slices),
-	slice-specific level (the NRF is configured with information belonging to an S-NSSAI).
One PLMN with several NRFs can be deployed in many ways: NRFs can have all the same data or could hold different subset of data. NRFs could all be OAuth 2.0 servers or only some of them, e.g., having one NRF being the central OAuth 2.0 server.
To receive an access token, the OAuth 2.0 client need to be known to the NRF issuing the token. But looking at the different deployment options, the NRF knowing the client could be different from the NRF authorizing and issuing the access token. This raises the question, by which NRF an OAuth 2.0 client needs to be authenticated and by which NRF an OAuth 2.0 client gets the access token after authorization.
Only the NRF where the NF Service Producer has registered its services can act as the OAuth 2.0 authorization server, i.e., to provide an access token. But the requesting NF Service Consumer is not necessarily known to this Oauth authorization server in deployment scenarios with multiple NRFs. For instance, an AMF may be registered in a PLMN-wide NRF while SMFs supporting specific network slice(s) may be registered in a slice(s) specific NRF. How does the AMF get an access token to access the SMF services in such deployment?
This key issue will clarify the service access authorization requirements and call flows, for the different NRF deployment models in case of multiple NRFs in the PLMN, including when the access token request is sent to a different NRF than the NRF where the NF Service Producer has registered its services. 
TS 33.501 [2] does only cover the inter-PLMN case, where vNRF authenticates the NF Service Consumer and hNRF provides the access token after the hNRF authorized the NF Service Consumer. How the trust between vNRF and hNRF is assured needs further clarification. For the intra-PLMN case, in particular slice specific authorization, such clause is missing.
Therefore, this key issue takes into accountconsiders the different deployment models in intra-PLMN authorization requests.


************** NEXT CHANGE

[bookmark: _Hlk79337629][bookmark: _Toc112794750][bookmark: _Toc119926854][bookmark: _Toc119927087][bookmark: _Toc119927553][bookmark: _Toc129620772]5.8.1.2	Hierarchical NRFs / Deployment model with local NRFs
This deployment model assumes that NFc needs to be registered at a local NRF or that NFc is known (as OauthOAuth 2.0 client) at a local NRF. It also assumes that one NRF is trusting the other NRF in the same PLMN. 
When requesting an access token, NFc goes first to its local NRF, which authenticates NFc and then forwards or redirects the request to the target NRF, where a NFp has registered its services. In this case the local NRF authenticates the NFc and the target NRF (holding the policy for NFp services) provides the access token for NFp service.
Comment: This variant uses the model of inter-PLMN service access authorization also for intra-PLMN cases with multiple NRFs (with OAuth2OAuth 2.0 Authorization Server role), i.e., with an NFc registered as OAuth2OAuth 2.0 client to one NRF (local NRF) and with access token requests issued by this NFc always going through this specific/local NRF and being forwarded or redirected to the target NRF (with OAuth2OAuth 2.0 Authorization Server role) where the NFp has registered its services.
This deployment model can also apply to deployments where NFc is registered or known as OauthOAuth 2.0 client at a NRF that is not necessarily close to NFc, e.g., an AMF registered in a PLMN wide NRF. 



************** NEXT CHANGE
[bookmark: _Toc112794751][bookmark: _Toc119926855][bookmark: _Toc119927088][bookmark: _Toc119927554][bookmark: _Toc129620773]5.8.1.3	Deployment model with NF Service Consumer directly accessing the NRF where the NF Service Producer is registered
There can be centralized NRF(s) or distributed NRFs in OAuth2OAuth 2.0 Authorization Server role.  An NRF can be configured by OAM with Oauth clients/ access token policies enabling a consumer to get access tokens from different NRFs (in OAuth2OAuth 2.0 Authorization Server role). 
A NF (e.g., AMF) can register and/or be known as Oauth 2.0 client to a PLMN-wide NRF, but can also address a specific NRF directly, e.g., AMF can be configured with or can retrieve from the NSSF the NRF Access Token URI to use for a specific network slice: AMF may retrieve from the NSSF the NRF Access Token URI it should use for a specific network slice (see TS 29.531[13]). 
	nrfAmfSetAccessTokenUri
	Uri
	O
	0..1
	When present, this IE shall contain the API URI of the NRF Access Token Service (see clause 6.3.2 of TS 29.510 [13]).



Thus, an AMF can send the Access Token Request directly to the slice specific NRF, there is no need to go via a "“local"” NRF, where the AMF could be registered.
[image: A screen shot of a computer

Description automatically generated]
[bookmark: _Hlk117088890]Figure 5.8.1.3-1: From TS 23.502 [7], figure 4.3.2.2.3.2-1: SMF selection for non-roaming and roaming with local breakout scenarios
This procedure may be skipped altogether if SMF information is available in the AMF by other means (e.g., locally configured); otherwise:
-	when the serving AMF is aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance based on configuration or based on the Network Slice selection information received during Registration, only steps 3 and 4 in the following procedure are executed as described in Figure 4.3.2.2.3.2-1, TS 23.502[7];
-	when the serving AMF is not aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance, all steps in the following procedure are executed as described in Figure 4.3.2.2.3.2-1, TS 23.502 [7].
1.	The AMF invokes the Nnssf_NSSelection_Get service operation from the NSSF in serving PLMN with the S-NSSAI of the Serving PLMN from the Allowed NSSAI requested by the UE, PLMN ID of the SUPI, TAI of the UE and the indication that the request is within a procedure of PDU Session establishment in either the non-roaming or roaming with local breakout scenario.
2.	The NSSF in serving PLMN selects the Network Slice instance, determines and returns the appropriate NRF to be used to select NFs/services within the selected Network Slice instance, and optionally may return a NSI ID corresponding to the Network Slice instance.
See TS 29.531 [13], clause 6.1.6.2.7 which includes 
	nrfAccessTokenUri
	Uri
	O
	0..1
	When present, this IE shall contain the API URI of the NRF Access Token Service (see clause 6.3.2 of TS 29.510 [13]).



Thus, based on configuration or based on the Network Slice selection information received during Registration or PDU session establishment, the AMF is aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance. There is no way to pass this URI to a “local NRF” (where the AMF would be known as OAuth2OAuth 2.0 client), as opposed to the Inter-PLMN case, where the NRF Access Token Request supports the AMF providing the hnrfAccessTokenUri. 


************** NEXT CHANGE
[bookmark: _Toc112794755][bookmark: _Toc119926859][bookmark: _Toc119927092][bookmark: _Toc119927558][bookmark: _Toc129620777]5.9.1	Key issue details
In the current SBA authorization framework, the mechanisms specified to validate the S-NSSAI of NF Service Consumer are not fully specified and therefore, sometimes an NF Service Producer and/or NRF is dependent on local configuration or proprietary mechanisms to verify if the NF Service Consumer really belongs to the S-NSSAI it is claiming to belong to. While an NRF could validate the S-NSSAI by comparing the S-NSSAI provided in, e.g., Access-Token-Get request with the S-NSSAI registered in the NF-Profile; this is not always possible, as it is not necessary that every NF registers its profile with NRF, unless the information is available to NRF by other means (e.g., local configuration). This results in a NF Service Consumer gaining access to slices it should not have been allowed to access.
Additionally, currently there is no mechanisms specified whereby an NRF could validate if an NF Service Consumer is allowed to access resources belonging to a different S-NSSAI in the NF Service Producer. While an NRF could specify, in the Access Token Grant, the S-NSSAIs an NF Service Consumer is allowed to access in the NF Service producer, it is assumed that NRF uses local configurations while providing such information.
This Key Issue will study how to prevent any malicious entity (for instance a NF Service Consumer) from accessing a slice it is not authorized to access, or from requesting a service from a slice which it is not authorized to access.
NOTE: Aassuming that an NF within a 3GPP network can be fully compromised would be a rather strong assumption. This Key Issue only aims to strengthen the authorization mechanism for granting access to an NF within SBA.


************** NEXT CHANGE
[bookmark: _Toc112794756][bookmark: _Toc119926860][bookmark: _Toc119927093][bookmark: _Toc119927559][bookmark: _Toc129620778]5.9.2	Security threats
A malicious entity (for instance a NF Service Consumer) can request an access token for the slice it is not authorized to access.
A malicious entity (for instance a NF Service Consumer) can request send a service request for the a slice which it is not authorized to access. 


************** NEXT CHANGE
[bookmark: _Toc112794759][bookmark: _Toc119926863][bookmark: _Toc119927096][bookmark: _Toc119927562][bookmark: _Toc129620781]5.10.1	Introduction
In roaming scenarios, the communication between the visited network and the home network is sometimes mediated and routed through intermediaries. The following types of intermediaries exist.
IPX providers: While, traditionally, for some roaming relations, they simply route the traffic, for others they actively modify certain messages in order to establish or enhance interoperability. 
Roaming hubs: There are two types of roaming hub, as follows.
- 	Public Roaming Hubs offer a contractual and technical framework that enables operators to avoid entering a very large number of roaming agreements with individual other operators in order to achieve a large roaming coverage. By contracting the roaming hub, the operator obtains access to a large roaming footprint, without individually contracting the operators that are mediated through the hub. Apart from mediating the signalling, roaming hubs typically also mediate the billing..
[bookmark: _Hlk125390204]-	Operator Group Roaming Hubs offer similar services as public roaming hubs, and are special in that they are used by group network operator companies that reside in the same security domain to consolidate and secure operator group roaming. 
The key issue looks at N32 security in intermediary scenarios, in particular roaming hub scenarios that have not been addressed in TS 33.501 [2] so far.


************** NEXT CHANGE
[bookmark: _Toc112794760][bookmark: _Toc119926864][bookmark: _Toc119927097][bookmark: _Toc119927563][bookmark: _Toc129620782]5.10.2	Key issue details
The GSMA is working on best practice guidance and related specifications for how operators interact with both IPX and roaming hubs. However, the pre-5G architecture of these methods uses the LTE hop-by-hop security paradigm. In 5G, SEPP communication for roaming relies on end-to-end security by design as specified in TS 33.501 [2], i.e. i.e., messages are authenticated and integrity-protected between the SEPP of the visited network and the SEPP of the home network. This creates the need to study in more detail how the migration away from hop-by-hop security can be achieved without loss of the benefits provided by IPX providers and roaming hubs while the 5G security requirements on N32 are met. 
In certain scenarios, IPX providers and roaming hubs would need to modify certain IesIEs. This requires the setup of appropriate modification policies between the roaming partners. Given that, according to TS 33.501 [2],
-	all attributes transferred over the N32-f interface shall be integrity protected (clause 5.9.3.3),
-	a default data-type encryption policy, which provides confidentiality protection for authentication vectors, cryptographic material and location data, and optionally for SUPI, applies (clause 5.9.3.3), and
-	any roaming partner-specific data-type encryption policy takes precedence over the default policy (clause 13.2.3.6),
and further given that
-	it is assumed that the set of Ies IEs to be modified depends on the deployment scenario, and
-	no default modification policy has been specified,
maintaining a large set of roaming partner-specific modification policies could cause avoidable complexities. It is, therefore, unclear whether the current specification needs to be extended in order to avoid such complexities. 
Furthermore, a roaming hub may need to prevent the setup of N32-c between a home network SEPP and a visited network SEPP, e.g., in case the respective operators have not established a commercial roaming relation via the roaming hub. 


************** NEXT CHANGE
[bookmark: _Toc112794810][bookmark: _Toc119926918][bookmark: _Toc119927151][bookmark: _Toc119927617][bookmark: _Toc129620838]6.8.3 	Evaluation
This solution provides an approach how an NF Service Producer can verify that a service request of the NF Service Consumer received via SCP has not been modified.
This solution extends Client credentials assertion to include hash value of HTTP headers and HTTP body.
This solution proposes a rule how to compose the HTTP headers and how to calculate hash value of a HTTP message and it allows NF Service Producer to calculate hash value of HTTP headers without any extra information.
This solution provides how to calculate hash value of HTTP headers and HTTP body even though SCP modify HTTP messages in NF Service Producer. And when SCP modifies illegally a HTTP message, NF Service Producer can detect it.
[bookmark: _Hlk112787139]NOTE: Whether a token similarly to CCA is used for NF Service Producer authentication is per decision of key issue #1.


************** NEXT CHANGE
[bookmark: _Toc112794814][bookmark: _Toc119926922][bookmark: _Toc119927155][bookmark: _Toc119927621][bookmark: _Toc129620842]6.9.3	Evaluation
This solution addresses the threats and requirements of Key issue #7: "Authorization mechanism negotiation".
The pre-requisite is that the hPLMN supports at least static authorization.
This solution addresses for the inter-PLMN scenario the use case that the vPLMN has only implemented static authorization. The NF Service Producer needs to support whichever authorization mechanism is determined by the hNRF, i.e., using different authorization mechanisms depending on the roaming partner.
[bookmark: _Hlk112326575]In the solution proposed, the VPLMN supporting static authorization only could enforce the HPLMN to overcome the mandated support for OAuth. I.e., to demand static authorization by only providing this specific capability to the roaming partner. 


************** NEXT CHANGE
[bookmark: _Toc112794817][bookmark: _Toc119926925][bookmark: _Toc119927158][bookmark: _Toc119927624][bookmark: _Toc129620845]6.10.2	Solution details
There are different deployment options for NRFs, as described in TS 23.501[3] (see clause 5.15.5).
[bookmark: _Hlk112789951]The NF Service Consumer may have discovered a specific NRF in advance, e.g., a slice specific NRF, and can send its request directly to this specific NRF. In this case, if the specific NRF is not the NF Service Consumer's local NRF, the authorization server part of this NRF does not have a record of this NF Service Consumer's Oauth2.0OAuth 2.0 client registration, when information about the NF Service Consumer instance and its NF Type is made available in the OAuth 2.0 Authorization server, i.e., the slice specific NRF. 
This registration process is subject to implementation procedures of the operator, with the following consideration on authentication procedure: OAuth 2.0 clients are capable to authenticate securely with the authorization server, i.e., client type as specified in RFC 6749 [17] is "confidential". 
If the NF Service Consumer requests an NRF, where the NF Service Producer is not registered (see NRF deployment options), the requested NRF needs to redirect/forward the service request to that NRF.
In a local NRF deployment, the NF Service Producer only gets the certificate of its local NRF. Thus, the local NRF of the NF Service Producer would need to trust the forwarding NRF that has authenticated the NF Service Consumer before the local NRF be able to authorize the NF Service Consumer. 



************** NEXT CHANGE

[bookmark: _Toc112794821][bookmark: _Toc119926929][bookmark: _Toc119927162][bookmark: _Toc119927628][bookmark: _Toc129620849][bookmark: _Hlk115684520]6.11.1	Solution Details
Using individual or combination of IEs like allowedNfTypes and allowedNssais, NRF can already filter the requests from NF Service Consumers not allowed to access any services of an NF Service Producer. 
To address the issue of static configurations at NRF for restricted Inter-slice access, it is proposed that:
-	When an NF Service Producer registers its profile in NRF, it includes a new information element, “allowedSnssaisPerSnssai”, which specifies, for each NF-Service Consumer’s S-NSSAI, the list of NF-Service Producer’s S-NSSAIs it is allowed to access. 
-	When an NF Service Producer registers its profile in NRF, it includes a new information element, "allowedOperationsPerSnssai", which specifies allowed operations on its resources, for NF Service Consumers belonging to the given S-NSSAI. 

These attributes can then be used by NRF to determine the “producerSnssaiList” to be included in the AccessTokenClaims. Additionally, NRF can determine whether a given resource/operation-level scope can be granted to an NF Service Consumer that requested an Oauth2OAuth 2.0 access token with a specific scope, or limit the scope or authorization irrespective of the request.
Additionally, to allow NF Service Producers (themselves) validate the “Inter-Slice” access requests from the NF Service consumers, it is proposed to include "Requester-NSSAI" in the access-grant, indicating the NRF validated NF-Consumer’s S-NSSAIs.
 The NF Service Producer can thus check the decision of the NRF to assign an access token, but is still dependent on the NRF validating the consumer’s S-NSSAI and including it in the access token.




************** NEXT CHANGE

[bookmark: _Toc51259396][bookmark: _Toc42258530][bookmark: _Toc112794825][bookmark: _Toc119926933][bookmark: _Toc119927166][bookmark: _Toc119927632][bookmark: _Toc129620853]6.12.2 	Solution details
During access token request process, NF Service Consumer include "notification URI" in Nnrf_Access Token_Get Request when operation semantics of the requested service type is "Subscribe/Notify". NRF may verify whether the notification URI in the access token request match the corresponding information in the public key certificate of the NF Service Consumer or those in the NF profile of the NF Service Consumer. In addition, when "notification URI"(s) are included in the access token request, NRF may verify whether the "notification URI"(s) locate its location(s) with the same address(es) which are indicated by its own FQDN or IP address as registered in NRF. The NRF checks whether the NF Service Consumer is authorized to access the requested service(s).
When the NF Service Consumer is authorized, the NRF shall then generate an access token with appropriate claims which may include “notification URI” as requested by NF Service Consumer.
[image: ]
Figure 6.12.2.-1: Access token request for "Subscribe-Notify" NF Service illustration 1
A NF Service Consumer (NF_A) may request to subscribe to NF Service offered by a NF Service Producer (NF_B) on behalf of NF_C according to the Service Request from NF_C (e.g., Figure 4.15.3.2.2-1: Nudm_EventExposure_Subscribe, Unsubscribe and Notify operation in TS 23.502[7]). 
The Figure 6.12.2-2 describe the solution to verify the service request from NF_A including Notification URI of NF_C.
[image: ]
Figure 6.12.2-2: Access token request for "Subscribe-Notify" NF Service illustration 2  
Step 0.	The NF_C sends a Service Request to the NF_A for notification service on an event with an access token including notification URI and CCA of the NF_C.
Step 1.	The NF_A decides to subscribe a service of the NF_B associated to the Service Request received at step 0 and sends an Access Token Request to the NRF for a Service Request toward the NF_B including notification URI and CCA of the NF_C.
Step 2.	The NRF verifies whether the NF_A is authorized and whether the NF_C identified by the appended CCA is a valid Network Function and authorized to receive the requested NF Service from the NF_B. NRF may verify whether the notification URI in the access token request match the corresponding information in the public key certificate of the NF_C of the CCA of the NF_C, or those in the NF profile of the NF_C.
Step 3.	Upon successful verification, the NRF publishes an access token for a Service Request of the NF_A toward the NF_B. The access token includes notification URI of the NF_C in the claims as requested in step 2.
Step 4.	The NF_A sends a Service Request for a notification service toward NF_B including the access token received at step 3 and CCA of the NF_A.
Step 5.	The NF_B verifies the access token and CCA of the NF_A. During the verification, the NF_B can check whether notification URI in the Service Request are included in the access token. If the verification is successful, the NF_B may respond the NF_A and provide the NF_C with the notification service as requested by the NF_A. In case of notification target reselection as described in clause 6.3.1.0 of TS 23.501[3], binding can be used to indicate suitable NFs other than NF_C (see TS 23.501 [3], Table 6.3.1.0-1 on binding, selection and reselection).


************** NEXT CHANGE

[bookmark: _Toc112794829][bookmark: _Toc119926937][bookmark: _Toc119927170][bookmark: _Toc119927636][bookmark: _Toc129620857]6.13.2	Solution details
A Client (e.g., an NF Service Consumer) first performs the service discovery to obtain information about an NF Service Producer (e.g., NF Service Producer Instance ID). Before the Client sends a service request to the NF Service Producer, it performs the following procedure to obtain a Server Credentials Assertion (SCA) from the producer. Similar to CCA, which allows to verify the identity of a consumer, SCA allows to verify the identity of the producer. 
This procedure can be performed by an NF Service Consumer to verify the identity of an NRF or an NF Service Producer. For example, it can be performed to verify the identity of an NRF before an NF Service Consumer sends an access token request to an NRF. 
In delegated discovery, this procedure can be performed by an NF Service Consumer before sending an actual service request. This procedure will trigger the SCP to perform the first service discovery and eventually return the SCA to the NF Service Consumer. Alternatively, if a delegated SCP is trusted by an NF Service Consumer to verify the identity of an NF Service Producer, an SCP will perform this procedure on the behalf of NF Service Consumer to verify the identity of an NF Service Producer before it forwards a service request from an NF Service Consumer to the NF Service Producer.
When a re-selection of an NF Service Producer is performed, this procedure can be re-performed against the newly selected NF Service Producer. If reselection by the SCP is a desired feature, the SCP also needs to be trusted, because the NF Service Consumer cannot distinguish, if whether the SCP is acting maliciously or as wanted.

[image: ]
Figure 6.13.2-1 Authentication Procedure for NF Service Producer in Indirect Communication
1. A client (e.g., an NF Service Consumer or an SCP) sends an HTTP request to a server (e.g., an NRF or an NF serviced producer) to obtain its Server Credentials Assertion (SCA). This HTTP request can be a simple HTTP Get request to a well-known resource (e.g., /SCA) or a service request (e.g., NFp_SCA_Get_Request) without any requesting parameter. This ensures that no client information is exposed to the server in such request. 
2.	The SCP forwards the request (NFp_SCA_Get_Request, or HTTP Get) from the Client to the Server. 
3.  The Server (e.g. an NRF or an NF Service Producer) receives the request and generates Server Credential Assertion (SCA). The SCA has the same format as CCA and includes the identity of the server (e.g., NF Service Producer  instance ID) and associated proof, which allows the verification of the server identity.   
4.	The Server sends the SCA in the response (e.g., NFp_SCA_Get_Response or HTTP response) back to the SCP.  The response may include an indicator to request for the CCA from the Client. 
5.  The SCP forwards the response including the SCA back to the Client. 
6.  The Client verifies the SCA cryptographically and then verifies the server identity (e.g., NF Service Producer  Instance ID) in the SCA against the corresponding identity of server where a service request is to be sent. 


************** NEXT CHANGE

[bookmark: _Toc112794833][bookmark: _Toc119926942][bookmark: _Toc119927175][bookmark: _Toc119927641][bookmark: _Toc129620862]6.14.3	Evaluation
The solution addresses SCP domains in particular. Trust domains do not need to be necessarily identical to SCP domains. Restricting network topology so that requests between certain elements are not allowed could be generalized as provided by the potential security requirement in clause 5.2.3.
Further evaluation is needed for deciding on the usefulness of the concept in general, such as addressing the moving of UEs between regions with different trust requirements.


************** NEXT CHANGE

[bookmark: _Toc112794834][bookmark: _Toc119926944][bookmark: _Toc119927177][bookmark: _Toc119927643][bookmark: _Toc129620864]6.15.1	Introduction
[bookmark: _Hlk118652164]This solution addresses KI#3 on how to assure that the notification messages could be only forwarded to an authorized NF identified by its NF instance ID in the delegated "Subscribe-Notify" scenarios. This solution does not address authorization of the notification URI.
The solution is based on the authorization of NF Service Consumers for data access via DCCF specified in Annex X.2 of  TS 33.501 [2]. It proposes to include two instance IDs in the access token request, allowing the NRF to check whether one NF (e.g., NF_C) is authorized to subscription and whether another NF (e.g., NF_A) as the proxy is allowed to request the service from the identified NF Service Producer on behalf the NF_C. The NF Service Producer verifies the access token is valid according to these instance IDs. After successful verification, the NF Service Producer should provide the notification service.


************** NEXT CHANGE

[bookmark: _Toc112794835][bookmark: _Toc119926945][bookmark: _Toc119927178][bookmark: _Toc119927644][bookmark: _Toc129620865]6.15.2	Solution details
In the "Subscribe-Notify" NF service illustration 2 (delegated scenario) specified in TS 23.501 [3], clause 7.1.2, an NF Service Consumer (e.g., NF_C) may subscribe the service of an NF Service Producer (e.g., NF_B) on behalf of another NF Service Consumer (e.g., NF_A). 
The Figure 6.15.2-1 describes the detailed solution for authorization mechanism for the involved NFs in the delegated "“Subscribe-Notify"” scenarios.


Figure 6.15.2-1: Authorization mechanism for the involved NFs in the delegated "“Subscribe-Notify"” scenario
1)	The NF_A decides to subscribe the service of NF Service Producer (e.g. NF_B) on behalf of NF_C and gets an access token from the NRF for a Service Request toward the NF_A. The NF_C initiates an NF service request to the NF_A which includes the notification URI, the access_token_NF_C and the CCA of NF_C to be used for subscription.
2)	The NF_A should verify if the access token and the CCA of the NF_C is valid and executes the service.
3)	The NF_A sends a Nnrf_AccessToken_Get request to NRF including the information to identify the target NF (NF Service Producer), the source NF (NF Service Consumer, e.g., NF_C), the NF Instance ID of NF_A and the CCA_NF_C received at step 2.
4)	The NRF should check whether the NF_C are allowed to access the service provided by the identified NF Service Producer, and whether the NF_A as the proxy is allowed to request the service from the identified NF Service Producer on behalf the NF_C. The NRF authenticates NF_C based on the CCA of NF_C.
5)	If the authorization is successful, the NRF shall then generate an access token with the identity of the NF_A and the identity of the NF_C, NF type of the NF Service Producer (audience), subscribe service name(s), (scope).
6)	The NRF sends access token to the NF_A in the Nnrf_AccessToken_Get response operation.
7)	The NF_A requests service to the NF Service Producer. The Service Request also consists of the CCA_NF_C, so that the NF Service Producer authenticates the NF _C.
8)	The NF Service Producer authenticates the NF_C and verifies the access token to ensure that the access token is valid. After authentication and authorization is successful, the NF Service Producer assures that the NF_A as the proxy is allowed to receive the response message on behalf the NF_C, and executes the subscribe service.
9)	The NF Service Producer should respond the NF_A and provide the NF_C with the notification service based on the Notification URI. 


************** NEXT CHANGE

[bookmark: _Toc112794842][bookmark: _Toc119926952][bookmark: _Toc119927185][bookmark: _Toc119927651][bookmark: _Toc129620872]6.17.1	Introduction
This solution addresses Key Issue #7 "Authorization mechanism negotiation". It is proposed to use the two NRFs for the authorization mechanism negotiation.
The solution assumes that an operator has to support both methods, i.e. token based i.e., token-based authorization and static authorization, but one operator only uses static authorization. Hence, for this solution both networks need to understand OAuth 2.0.


************** NEXT CHANGE
[bookmark: _Toc112794843][bookmark: _Toc119926953][bookmark: _Toc119927186][bookmark: _Toc119927652][bookmark: _Toc129620873]6.17.2	Solution details
The solution assumes that discovery is used by both PLMNs according to the standard. Thus, both PLMNs are able to understand the OAuth2Required indication as specified in TS 29.510 [6] when NRFs communicate with each other, and when a NF service is discovered at NRF.
[bookmark: _Hlk116983076]The key issue use case assumption is that one PLMN uses only static authorization. Based on TS 33.501 [2] (clause 13.4.1.0): "The authorization framework uses the OAuth 2.0 framework as specified in RFC 6749 [43]. […] The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF." and clause 13.4.0, static authorization can be used. "It can be used when token-based authorization is not used."
This solution follows the standard, i.e., that at least the support for OAuth2.0 is provided, thus, even if not used, NRF and NFs of a PLMN using only static authorization need to at least understand the attributes (IEs) provided during discovery.
This solution suggests that from the oAuth2Required indication, the vNRF can imply, whether OAuth2.0 or static authorization is to be used within one PLMN. This covers the use case, where within one PLMN maybe not yet all NFs use OAuth2.0.
For inter-PLMN stage 3 (TS 29.510 [6] Table 6.1.6.2.3-1) "oauth2Required" can be used to handle the authorization method setting by the hNRF. Another type for NFService, the "perPlmnOauth2ReqList", is also specified and includes the Oauth2OAuth 2.0-based authorization requirement supported by the NF Service Instance per PLMN of the NF Service Consumer.
Table 6.17.2-1: The IEs oauth2Required and perPlmnOauth2ReqList, part of TS 29.510 [6] Table 6.1.6.2.3-1
	oauth2Required
	boolean
	O
	0..1
	[bookmark: _Hlk111447056]It indicates whether the NF Service Instance requires Oauth2-based  authorization.
Absence of this IE means that the NF Service Producer has not provided any indication about its usage of Oauth2 for authorization.

	perPlmnOauth2ReqList
	PlmnOauth2
	O
	0..1
	When present, this IE shall include the Oauth2-based authorization requirement supported by the NF Service Instance per PLMN of the NF Service Consumer.
This IE may be included when the Oauth2.0 authorization requirement supported by the NF Service Instance for different PLMN is different. When the requester PLMN Id is available in perPlmnOauth2ReqList IE, this IE shall override the oauth2Required IE. If the requester PLMN ID is not present in perPlmnOauth2ReqList IE, then the value of oauth2Required IE shall be applicable if available.



In addition, stage 3 has specified for inter-PLMN usage the type PlmnOauth2 (see clause 6.1.6.2.102,  TS 29.510 [6]. If the optional attribute "oaut2NotRequiredPlmnIdList" is used, the solution suggests that in this case pre-configured information by HPLMN (how to apply static authorization with a specific roaming partner) can be used.
Stage-3 details could be improved by stating explicitly that oauth2NotRequired refers to static authorization.
Table 6.17.2-2: The IEs oauth2RequiredPLMNIdList and oauth2NotRequiredPLMNIdList, part of TS 29.510 [6] Table 6.1.6.2.3
	oauth2RequiredPlmnIdList
	array(PlmnId)
	O
	1..N
	It shall indicate the consumer PLMN ID list for which NF Service Instance requires Oauth2-based authorization.
(See NOTE 1)

	oauth2NotRequiredPlmnIdList
	array(PlmnId)
	O
	1..N
	It shall indicate the consumer PLMN ID list for which NF Service Instance does not require Oauth2-based authorization.
(See NOTE 1)

	NOTE 1:   The same PLMN Id shall not be present in both oauth2RequiredPlmnIdList and oauth2NotRequiredPlmnIdList.



Further, the IE oauth2Required used in the bootstrapping information is used to indicate whether NRF requires OAuth2OAuth 2.0 based authorization for accessing its services:
Table 6.17.2-3: oauth2Required for service access from NRF, part of TS 29.510 [6], see Table 6.4.6.2.2-1: Definition of type BootstrappingInfo
	oauth2Required
	map(boolean)
	O
	1..N
	When present, this IE shall indicate whether the NRF requires Oauth2-based authorization for accessing its services.
The key of the map shall be the name of an NRF service, e.g. "nnrf-nfm" or "nnrf-disc".

The value of each entry of the map shall be encoded as follows:
[bookmark: _PERM_MCCTEMPBM_CRPT88420313___7]- true: OAuth2 based authorization is required.
- false: OAuth2 based authorization is not required.
The absence of this IE means that the NRF has not provided any indication about its usage of Oauth2 for authorization.



[bookmark: _Hlk116982604]If set to false, OAuth2OAuth 2.0 based authorization is not required. This solution proposes to clarify stage 3 that this mean, the only other available authorization mechanism "static authorization" is the default in this case.
GSMA has provided the following recommendations given in NG.113 [8], clause 7.6.3.4:
"It is recommended that both VPMN and HPMN use either static authorization or
authorization using OAuth2OAuth 2.0 access token.
Note: Authorization is not possible in case the HPMN only uses authorization
using OAuth2OAuth 2.0 access token and the VPMN only uses static authorization.
If using authorization using OAuth2OAuth 2.0 access token it is recommended that both VPMN and HPMN support oauth2Required IE as specified in 3GPP Release 16 TS 29.510 [16]. 
If the HPMN wants to use authorization using Oauth2OAuth 2.0 only for some VPMNs then HPMN must support perPlmnOauth2ReqList IE as specified in 3GPP Release 17 TS 29.510 [16]."
How to configure the NF profile in case the operator wants to change to another authorization method is out of scope of this solution. By OAM this could be automated for each NF affected.
If the operator of one PLMN does not want to follow the specification and only supports static authorization, and the other operator requires the usage of OAuth 2.0, then in a consequence, those operators cannot have a roaming agreement. The service request has to be rejected if one PLMN does not accept a request without an OAuth 2.0 access token.



************** NEXT CHANGE
[bookmark: _Toc112794847][bookmark: _Toc119926957][bookmark: _Toc119927190][bookmark: _Toc119927656][bookmark: _Toc129620877]6.18.2	Solution details
To avoid network slice isolation violation as described in detail by KI#9, clarification of the specification clause 13.4.1.1.2 is required to mitigate potential slice related attacks. 
The solution proposes 
-  in step 1a of clause 13.4.1.1.2 of TS 33.501 [2], NRF to verify that the S-NSSAI of the NF Service Consumer in the access token request is consistent. Specification text is proposed as follows:
	"The NRF may additionally verify the S-NSSAIs of the NF Service Consumer." The NRF checks whether the NF Service Consumer is authorized to access the requested service(s). "For example, the NRF may verify that the NF Service Consumer can serve a slice which is included in the allowed slices for the NF Service Producer."
- in step 2 of clause 13.4.1.1.2 of TS 33.501 [2], NF Service Producer checking the audience claim to verify that the producer NSSAIs in the access token (received in the service access request) contains the allowed NSSAI of a UE if the request is for UE related information. Specification text is proposed as follows:
It checks that the audience claim in the access token matches its own identity or the type of NF Service Producer. If a list of NSSAIs or list of NSI IDs is present, the NF Service Producer shall check that it serves the corresponding slice(s). "If applicable (e.g., when the request is for information related to a specific UE), the NF Service Producer may check that the NF Service Consumer is allowed to access (as indicated by the NF Service Producer’s NSSAIs in the access token presented by the NF Service Consumer) at least one of the slice(s) that the UE is currently registered to, e.g., by verifying that the UE’s allowed NSSAI(s) intersect with the NF Service Producer's NSSAIs in the access token. As the NSSAI supplied by NF Service Consumer is forged, NF Service Producer (e.g., AMF) should obtain the NSSAI of the UE from the UDM for verification." 



************** NEXT CHANGE

[bookmark: _Toc119926961][bookmark: _Toc119927194][bookmark: _Toc119927660][bookmark: _Toc129620881]6.19.2	Solution details
This solution is addressing the Hosted SEPP as described in KI#12. 
If the Hosted SEPP provider is contracted by several PLMNs, it hosts several distinct Hosted SEPP instances for the different PLMNs. 
A PLMN can have a Local SEPP (managed by the PLMN) and a Hosted SEPP (instance), both handling disjoint sets of roaming relations.
It is proposed to add the following definitions to TS 33.501 [2]:
"Hosted SEPP: A SEPP that is hosted and operated by a provider outside the PLMN, for example an IPX provider. From the perspective of roaming partners,  PLMN trust extends to the Hosted SEPP instance representing this PLMN. A Hosted SEPP provider can operate Hosted SEPPs for multiple PLMNs.
Local SEPP: A SEPP of a PLMN that is operated by an MNO. 
The Hosted SEPP serves a set of roaming relations that is disjoint from the set of roaming relations served by the Local SEPP."
It is further proposed to have an addition to the general requirements in TS 33.501 [2] clause 5.9.3 (Requirements for e2e core network interconnection security) as follows:
"From the roaming partner’s point of view, a Hosted SEPP shall behave in the same way as the SEPP.
All SBI messages transmitted between the PLMN and the Hosted SEPP deployment shall be confidentiality, integrity, and replay protected.
A Hosted SEPP provider shall isolate the processing for each PLMN from the processing for other PLMNs. 
[bookmark: _Hlk143157289]A Hosted SEPP provider shall use a different TLS certificates per PLMN, as the MNC and MCC of that PLMN are encoded in the certificate (as specified in TS 23.003 [b] , and TS 33.310 [14], Table 6.1.3c.3-1). This certificate shall be issued to the Hosted SEPP provider under its own unique name, and hence shall contain both the PLMN-ID and its own unique identifier.
A Hosted SEPP shall only be able to obtain a certificate with an MCC/MNC combination if the affected MNO has previously authorized this."
As roaming with hosted SEPPs potentially increases the number of root CAs in the overall system, the need to support certificate pinning also increases. It is proposed to add the following requirement to TS 33.501 [2].
“The SEPP shall support Certificate Pinning in the following way: It shall maintain a set of lists containing root CA certificates, as well as a mapping of PLMN-IDs to this set. The mapping associates each PLMN-ID with a given root CA certificate list. During N32-c connection setup, the SEPP shall map the PLMN-ID of the remote SEPP leaf (server or client) certificate to the associated root CA certificate list for the purposes of certificate chain verification. Only the root CA certificates in the associated list shall be treated as trusted during certificate chain verification. If the remote SEPP certificate contains multiple PLMN-IDs that are mapped to different root CA certificate lists, then that certificate shall be rejected.”
Finally, it is proposed to have an additional NOTE referring to Hosted SEPP concept in TS 33.501 [2] clause 13.1.2 (Protection between SEPPs) as follows: 
"If a Hosted SEPP is deployed as the edge of one PLMN and in the same security zone, the same protection requirements apply to this Hosted SEPP as they apply to a SEPP in general. Furthermore, the Hosted-SEPP-specific protection requirements in clause 5.9.3 apply."


************** NEXT CHANGE
[bookmark: _Toc119926966][bookmark: _Toc119927199][bookmark: _Toc119927665][bookmark: _Toc129620886]6.20.3	RH Proxy Resolves pSEPP Well-Known FQDN  
When the cSEPP does not have access to the pSEPP FQDN, the cSEPP follow the following procedure to get the pSEPP specific FQDN:
1.	The cSEPP is configured to make use of RH1.
2.	After receiving an initial request, the cSEPP may set up a TLS connection with RH1's proxy. The cSEPP then sends a CONNECT command to RH1's proxy indicating the destination to be the pSEPP well-known FQDN as described in [x]. 
3.	RH1's proxy shall verify that cSEPP is allowed to set up a roaming relation with pSEPP based on the pSEPP well-know FQDN. If the cSEPP is allowed to setup a romaingroaming relationship with pSEPP, the RH1's HTTP proxy shall resolve the pSEPP well-known FQDN to a specific pSEPP FQDN in the HPLMN following GSMA PRDs [10] and [11].
4.	The RH shall respond by a 307 HTTP/2 response with the Location response header containing the https scheme, the discovered pSEPP FQDN, and the discovered n32-c port, if non-standard port is discovered.
5.	cSEPP shall validate that the received pSEPP FQDN belongs to the HPLMN that the cSEPP is trying to reach.



************** NEXT CHANGE

[bookmark: _Toc112794863][bookmark: _Toc119926978][bookmark: _Toc119927211][bookmark: _Toc119927677][bookmark: _Toc129620898]6.22.2.1	NF Service Cconsumer information to validate at Service Request Authorization 
The authorization of a NF Service Consumer needs to be performed by validating verified information about the NF Service Consumer stored in NRF. This solution proposes that the NRF validates NF Type, NF Instance ID, PLMN-ID, and FQDN. 




************** NEXT CHANGE

[bookmark: _Toc119926986][bookmark: _Toc119927219][bookmark: _Toc119927685][bookmark: _Toc129620906]6.23.2.1	Enabling NRF to check on SCP information
NOTE 1: This solution assumes that the SCP is not used for the registration of the NF profile itself, in which the NF Service Consumer indicates which SCPs are allowed to request an access token on its behalf. 
Additional information about SCPs is provided by any NF when registering its profile at the NRF. In particular, it is proposed that the NF adds the SCP Instance ID and the SCP FQDN to provide NRF with the knowledge of which SCP is allowed to request an access token on its behalf. 
Many of the NFps registering are also acting as NFcs. If this is the case, the NRF profile information of a requesting NF can be used to verify, if the requester NF has allowed a particular SCP to contact the NRF on its behalf. 
In the case, the NF does not register its profile information at the NRF, the NF can provision the SCP authorization information in the OAM.
The solution enables the NRF to provide SCP with an access token for NFc that is bound to be requested only by the SCPs listed in the NF profile, i.e., for which (a) the NF Service Consumer has agreed to act on its behalf and (b) the NF Service Producer has agreed to provide access tokens and later the service, when SCP is acting on behalf of the requesting NFc. 
In the following the steps for an access token request are sketched:
1. NF Service Consumer sends its requests to SCP along with its CCA_NFc.
2. SCP requests the access token from NRF (including the CCA_NFc) and optionally also includes in own CCA_SCP. CCA_SCP is optional in the case, that the SCP Instance ID is present in its TLS certificate (and there is only one SCP in between NFc and NRF). 
3. NRF verifies whether the SCP information, received either via its CCA_SCP or via the TLS certificate, matches the SCP information that is provided by the NF during its profile registration. NRF can also verify by CCA_NFc, if the SCP is listed in the NFc profile as being allowed to act on behalf of NFc.'s behalf
4,5. In case of a successful verification, NRF generates the access token,  also adding the SCP information (i.e. i.e., SCP Instance ID and SCP FQDN) in the claims, and sends it to SCP. 
In this way, NRF first checks if NFc has authorized the SCP to receive the access token on its behalf, and then adds SCP details to the claim, so that the NFp then in the later stage can verify if the NFc and NRF has authorized the SCP to receive the service response on the behalf of NFc or not)
Once the access token has been received by SCP the following steps sketch the service request part:
6. SCP then sends the service request to NFp (along with this enhanced access token, CCA_NFc, and its own CCA_SCP).   
7. NFp after verification of the received access token, matches the SCP info in the claims, with either the subject of the CCA_SCP, or with the Instance ID of SCP present in its TLS certificate (if there is a direct connection between SCP and NFp, and there is only one SCP between NFc and NFP).  
8. If the verification is successful, NFp sends the service response to SCP, else an error code is sent instead. 
NOTE 2: In the case where there are multiple SCPs in between either NFc and NRF, or NFc and SCP, NFc adds the information for the first SCP which is in direct communication with the NFc. For the subsequent SCPs, the initial SCP adds its information in the ‘via or other custom header’. 
NOTE 3: The presence of original (initial) SCP information in the via or custom header is providing at least a certain level of trust in the case multiple SCPs are involved. The NRF can verify if the original SCP information is present in the NF profile.  The NFp, can verify if the origin SCP information is present in the access token claim.
In the multiple NRF scenario where NFc is registered in NRF1 and NFp is registered in NRF2, the following applies:
In this case, when access token request is received at the first NRF (NRF1), the NRF1 can validate the access token request and match CCA and NFc NF profile. If it is validated, the NRF can add custom header that validation is successful. In this case, NRF2 can trust the information received from the NRF1 and can generate the token accordingly.
To be valid for all the NFs (including the ones which have not registered their profile at the NRF), step 3,4 can be modified as follows:
3,4. In the case the NFc is not registered at the NRF and thus the profile information is not present, the NRF sends a request to OAM to request for the authorized SCP info. The OAM, after validating the request, sends the SCP info to NRF.
NOTE 4: If following up this solution, it needs evaluation whether it is reasonable to have a real-time communication between NRF and OAM.


************** NEXT CHANGE

[bookmark: _Toc112794870][bookmark: _Toc119927003][bookmark: _Toc119927236][bookmark: _Toc119927702][bookmark: _Toc129620923]7.1.1	Analysis
The key issue addresses the scenario of an intermediary such as a standalone SCP to be compromised. In this case, the NF Service Consumer is not able to verify if the NRF response or the NF Service Producer response has been received by a legitimate entity. However, it also needs to be considered that reselection of the NF Service Producer by the SCP can be a desired feature.
3 solutions are presented to cover this key issue.
[bookmark: _Hlk110857410]Solution #1 and extended solution #6 are based on using the concept of CCA for the NF Service Producer or the SCP, i.e., similar to the CCA used for the NF Service Consumer as specified in  TS 33.501 [2]. Such a token is introduced to allow a client to validate the sender of a response directly, even if an SCP is in between. 
Solution #1 has a limited scope as provided in the respective evaluation part in clause 6.1. 
Solution #6 superseedssupersedes solution #1, overcoming some of the limits of solution#1 in case of Model C, also addressing the scenario of reselection of the target NF.
The optional inclusion of such a token including a NF Set Id allows a NF Service Consumer to validate if the NF sending the response is the producer that NFc has selected by itself or if it is a producer of the same NF Set or NF Service Set as indicated in the OAuth token received from NRF. The token cannot be used, if SCP has applied reselection of NFp outside of an NF Set.
Solution #6 addresses Model C with direct TLS between NF Service Consumer and NRF for discovery. It does not address Model D or Model C without direct TLS between NF Service Consumer and NRF for discovery. It requires that the NF Service Consumer has knowledge about which NF Service Producers are in the NF Set of the producer.
Solution #13 addresses similarly to solution #6 Model C. If the NF Service Consumer knows the producer, it can use the procedure described in #13 to have a verification of the producer sending the service response. However, in cases of delegated discovery and re-selection of an NF Service Producer, the SCP needs to be trusted since the NF Service Consumer cannot distinguish, if the SCP is acting maliciously or as wanted due to network performance issues. Thus, the behaviour on consumer side is hard to specify, i.e., accepting the response, because SCP was doing its job of reselection or rejecting the response, because the producer identity is not matching the one certified before. 
The key issue assumed a compromised SCP, but the cases of when an SCP is compromised or when an SCP is just fulfilling its duty (i.e., re-selection), are not clear and were questioned during this study. As a consequence, this key issue is not followed up normatively. 


************** NEXT CHANGE
[bookmark: _Toc112794888][bookmark: _Toc119927021][bookmark: _Toc119927254][bookmark: _Toc119927720][bookmark: _Toc129620941]7.7.1	Analysis 
The key issue is for studying that 5GS should provide mechanisms to handle the case that one operator uses token-based authorizationauthorization, and its roaming partner uses static authorization. Solutions (Solution #9, and #17) were proposed in this regard. 
[bookmark: _Hlk116983294]TS 33.501 [2] mandates the support of OAuth2.0; and GSMA recommends (NG.113 [8], clause 7.6.3.4) that roaming partners support the same authorization method. However, if one operator uses token-based authorization and its roaming partner uses static authorization, TS 29.510 [6] is not clear, because only the OAuth2required use case is described. 
Solution #9 provides a negotiation method for the case that one operator uses token-based authorizationauthorization, and its roaming partner uses static authorization. The usage of static authorization only by VPLMN seems to involve additional management effort on the HPLMN hNRF side for defining authorization policies per roaming partner. It further involves the risk that a vNRF can dictate the hNRF its own conditions on which authorization method to use.  
[bookmark: _Hlk116983312]Solution #17 is using existing stage 3 methods, which allow hNRF to configure per PLMN whether OAuth2.0 method is required. However, also for this approach some management effort is needed. Further, the existing stage 3 methods emphasize on OAuth2.0 only. The solution proposes to provide an explicit statement on static authorization if OAuth2.0 is not required. Solution #17 requires that one network knows the capability of the other network.
Solution #24 provides a negotiation method with bootstrapping mechanism. The solution proposes a simple procedure to handle the authorization mechanism negotiation. It is applicable for the case that one operator uses token-based authorization, and its roaming partner uses static authorization.





************** NEXT CHANGE

[bookmark: _Toc112794891][bookmark: _Toc119927024][bookmark: _Toc119927257][bookmark: _Toc119927723][bookmark: _Toc129620944]7.8.1	Analysis 
As described in clause 6.2.6.1 of TS 23.501 [3], an operator network can deploy multiple NRFs, for example due to network slicing or network segmentation. 
A clause on handling access token requests in deployments with several NRFs is missing in  TS 33.501 [2]. 
Solution #10 addresses one part, i.e. i.e., making NF Service Consumer instance and type available to a slice specific NRF. As provided by evaluation, the solution is technical possible but seems to have high impact in realization.
[bookmark: _Toc112794892]For normative work, rather a generic description is desired how to handle multiple NRF scenarios.


************** NEXT CHANGE

[bookmark: _Toc112794902][bookmark: _Toc119927033][bookmark: _Toc119927266][bookmark: _Toc119927732][bookmark: _Toc129620953]7.11.1	Analysis
Several problems have been identified in this key issue and are analysed in the following.
Regarding problem 1a
The problem description is about an NFc profile not being available. This problem statement would need further differenciationdifferentiation. In order to get authenticated and authorized for service consumption at least the OAuth2.0 client registration information of the NF Service Consumer needs to be available at the NRF. 
In detail: If the NF Service Consumer is not acting as resource server (NF Service Producer), i.e., being a pure consumer NF, it this NFc will not register services at NRF. Hence, no NF profile with services will be available at NRF. However, in order to request an authorization token, the NF Service Consumer needs to be known to NRF as OAuth 2.0 client (see 33.501 [2], clause 13.4.1). Thus, at minimum a consumer NF must be known to the NRF by its OAuth 2.0 client registration information. Even though TS 33.501 [2] lists the usage of NF Service Registration procedure for registering the OAuth 2.0 client as an option, using NF Service Register is only sensible if the NF is also providing services (i.e. i.e., as producer). TS 33.501 [2] lacks a description, how to do OAuth client registration if no NF profile is registered. OAM can be used for this. 
Regarding problem 1b
This problem is about how NRF is validating the NFc, i.e., which information to use if the NF has also registered its NRF profile or the OAuth 2.0 client information and then providing its TLS certificate with the access token request. In the problem statement it was asked whether one takes precedence over the other. 
The registering entity needs to assure that information registered at the NRF is in line with the information provided in the NF TLS certificate or CCA or the information provided by SCP in the service request, at minimum NF Instance ID and PLMN ID. The local NRF, where the NFc is registered with its OAuth client registration must therefore validate and match accordingly before requesting the NRF where the services of a producer are registered. 
Regarding problem 2
This problem requests for clarification on which of the two takes precedence: the NF profile information or OAuth client registration information known by the NRF, or the NFc TLS certificate received by NRF, when NFc is asking for an OAuth 2.0 access token. 
The situation can apply, if the NF Service Consumer has already registered as NF Service Producer or when the NF Service Consumer was registered as OAuth2.0 client. In both situations, the registering entity needs to assure that the information in the NRF is in line with the information issued in the NF's TLS certificate, thus none takes precedence, but in case of a mis-match, the authorization request cannot be granted. There are also situations that the NRF has no TLS certificate, i.e. i.e., if SCP has authenticated NFc. In this case the NRF either uses CCA if available or trusts the SCP and relies on the information in the access token request.

Solution summary 
Solution #21 proposes that NRF uses the information in the NF Service Consumer's certificate to base its authorization decision on. 
Solution #22 proposes that the NRF uses the information in the NF Service Consumer's certificate and additional information in the NF profile as basis for its authorization decision. Mandating of NF instance ID being part of the certificate profile is a pre-condition to not run into interoperability issues.
Solution #26 proposes NFc authorization by NRF is done using the existing profile information (OauthOAuth 2.0 client profile only or if available NFp profile).
Solution evaluation comments 
TLS certificate usage by NRF is only possible, if available, i.e. i.e., in direct communication. In indirect communication the certificate is used by SCP for authentication. NRF can either trust SCP authentication or use CCA for validation. If information elements are part of both, certificate or CCA and in the request, they need to match.

************** NEXT CHANGE

[bookmark: _Toc112794903][bookmark: _Toc119927034][bookmark: _Toc119927267][bookmark: _Toc119927733][bookmark: _Toc129620954]7.11.2	Conclusion 
A normative clarification is needed along these lines:
The NRF can validate the NF instance ID in access token requests to the registered OauthOAuth 2.0 client instance ID.
If the certificate and/or NF profile is available to the NRF, the NRF validates information presented in the access token request (i.e., NF instance ID, NF type, PLMN ID) needs to match against the same information in the certificate and/or profile, which addresses Problem 2.
If the validation fails, NRF rejects access token request. 
NOTE: This It is assumed that NF instance ID, NF type and PLMN ID are mandatory parameters in the certificate. By this, problem 1b is also addressed.
Additions to TS 33.501 [2] are necessary such that OAuth client registration information could be provided also by OAM, which would address problem 1a.



************** END OF CHANGES
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